NudopmannonHas naMATKa A1 00y4arolIuXcs

C KaKIbIM I'OJ0OM MOJIOJACKH B UHTCPHETC CTAHOBUTHCA 60.HI:H_I€, a IIKOJIBHUKHU OAHU N3 CaMbIX aKTHUBHBIX
nojp3oBarener Pynera. Mexay TeM, TOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEH, UHTEPHET HECET
1 po0ieMbl. JTa maMsATKa J0JDKHA TOMOYb TeOe 6€30acHO HaXOAUTHCS B CETH.

KoMnbl0TEepHBIE BUPYCHI

KomM1ibroTepHslii BUPYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOTPAMM, OTJIMYUTEIIEHON 0COOEHHOCTHIO
KOTOPOH SIBJISIETCS] CIIOCOOHOCTh K Pa3MHOXEHHIO. B jonoiaHeHne K 3ToMy, BUPYChl MOTYT MOBPEIHUTH
WIA TIOJHOCTBIO YHHYTOXHUTH Bce (Dailibl M JaHHBIC, TMOAKOHTPOJIbHBIE MOJB30BATEI0, OT UMEHHU
KOTOporo Oblia 3amylieHa 3apak€HHas IporpaMma, a TaKKe MOBPEIUTb WIM JaXe YHHUYTOXHUThb
OTEPALMOHHYIO CUCTEMY CO BceMH (aiimamu B 1enaoM. B OGOJBIIMHCTBE CilydaeB paclpOCTPaHAIOTCS
BHUPYCHI YE€PE3 UHTEPHET.

MeToIpI 3aIIUTEL OT BPEAOHOCHBIX IPOTPAMM:

1. Wcnonp3yii COBPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIIUE CEPbE3HBIM YPOBEHb 3aIMUThI OT
BPEIOHOCHBIX ITPOTPAMM;

2. IlocTtosiHHO ycTaHaBauBal nayT (LU(QPOBbIE 3aNIATKU, KOTOPbIE ABTOMAaTHYECKH YCTaHABIUBAIOTCS C
LEJIBI0 TOpAaOOTKU IPOrpaMMBbl) U Apyrue OOHOBJIEHUs CBOEH omepanuoHHOW cucteMbl. CkaunBail ux
TONBKO C o¢ummaneHoro caita paszpaborunmka OC. Ecnu cymiecTByeT peXuM aBTOMATHUECKOTO
OOHOBJICHMSI, BKIIIOUHU €T0;

3. Paboraii Ha cCBOEM KOMITIbIOTEpE MO/ IpaBaMu M0JIb30BaTENs, @ HE aIMUHUCTPATOPA. ITO HE IO3BOJIUT
OOJIBLIMHCTBY BPEIOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnionb3yil aHTUBUPYCHBIE IPOTPaMMHBbIE TPOTYKThl U3BECTHBIX IPOU3BOUTENIEH, C ABTOMAaTHYECKUM
O0OHOBIIEHHEM 0a3;

5. Orpannyp pU3HYECKHUA JOCTYH K KOMITBIOTEPY IS TOCTOPOHHUX JIHII,

6. Mcnonb3yil BHelIHUE HOCUTENU MHGPOpMalMHU, Takue Kak ¢uienka, AMCK win (ailn u3 uHTEepHeTa,
TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBIE (Daiiiibl, MOTyYeHHbIE U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxe Te (aiiisl,
KOTOpBI€ MpHCIai TBOM 3HAaKOMBIN. JIydllle yTOUHM y HEro, OTIPABIISUI JIM OH Te0e HX.

Ceru WI-FI

Wi-Fi - 310 He BuJ niepefayn JaHHBIX, HE TEXHOJIOTHsI, a BCEro JIMIb OpeH 1, Mapka. Emie B 1991 roxy
HUJepiaHacKas KommaHus 3apeructpupoBana OpeHn «WECA», uro o0o3Ha4ano CIOBOCOUYETaHUE
«Wireless Fidelity», koTopsIif mepeBouTCs Kak «0ecIpOBOIHASI TOUHOCTHY.

Jlo Hamiero BpeMeHHU jAoluia Apyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOH K€ TEXHOJOrHe. DTo
ab6peBuatypa «Wi-Fi». Takoe HazBaHHe ObUIO JaHO C HAMEKOM Ha CTaHJApT BHICIINI 3BYKOBOM TEXHUKU
Hi-Fi, uro B mepeBo/ie 03HAYACT «BBICOKAsI TOYHOCTDY.

Jla, OecrutaTHBIM WHTEPHET-AOCTYIT B Kade, OTENIX M adpoIopTax SBJISETCS OTIUYHOH BO3MOKHOCTHIO
BBIXOZla B MHTEepHET. HOo MHOTHE SKCIEpPThl CYUTAIOT, 4TO obmenaocTymnHbie Wi-Fi cetn He sSBISIOTCS
0€e30MacCHbIMU.

CoBeTHI M0 6e30ITaCHOCTH paboTe B 00ITenoCTYMHBIX ceTax Wi-fi:

1. He mepenaBaii cBoto nuuHyro uHpopmaruio depes obmenoctynasie Wi-Fi cetu. PaGotas B HuX,
JKEJIaTeIbHO HE BBOJUTH NAPOJIM JOCTYIIA, JIOTUHBI U KAKUE-TO HOMEDPA;

2. Vicnionb3yii 1 0OHOBIISI aHTUBUPYCHBIE TPOrpaMMBbI M Opanamayep. TeM caMbIM Thl 00e30macuIlb ce0st
OT 3aKayKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkimoun pynkuuio «OO0mumii noctyn k ¢daiinam u npuatepam». lanHas
(byHKIHMS 3aKpbITa M0 YMOJIYaHUIO, OJJHAKO HEKOTOpHIE IOJIb30BATENIM aKTUBHUPYIOT €€ ajs ynoOcTBa
WCIIOIB30BaHUsI B paboTe Win yueoe;

4. He ucnonw3yit myonwunbiii WI-FI anms mepemauu NTWUYHBIX JAaHHBIX, HalpuMep, IS BBIXOAA B
COLIMAJIBHBIE CETU WM B 3JIEKTPOHHYIO TIOUTY;



5. Ucnonw3yii Tonbko 3amuiieHHoe coequHenue yepe3s HTTPS, a ue HTTP, 1.e. nmpu Habope BeO-aapeca
BBOJIM UMEHHO «https://»;

6. B mobunbsHOM Tenedone otximoun pynkuuio «lloaxmouenne k Wi-Fi apromaruueckny». He nomyckaii
ABTOMATHUYECKOTO MOAKIIOUEHUS yCTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero coriacusi.

ConunanabHble ceTH

CouuanbHble CETH aKTUBHO BXOST B HAIly KU3Hb, MHOTHE JIIOJM pa0OTAIOT U KUBYT TaM MOCTOSIHHO, a
B Facebook yxe 3apeructpupoBaH MUIUIMAPA YENOBEK, YTO SIBJISETCS OJHOM CEIbMOM BCeX KHUTeNei
IUTAHETHl. MHOTHE TMOJIB30BaTeIN HE MOHUMAIOT, YTO MHGOpMAIHs, pa3MelIeHHAs UMU B COIIMATLHBIX
CeTsIX, MOKET ObITh HalJieHa M UCIOJb30BaHA KEM YroJIHO, B TOM 4YHCIIe HE 0053aTelbHO C OIarumMu
HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 10 0E€30IIACHOCTH B COLUAIIBHBIX CETAX:

1. Orpannyb criucok apy3eil. Y 1e0s B Apy3bsiX HE TOJKHO OBITh CIIy4ailHBIX U HE3HAKOMBIX JIIOZCH;

2. 3amuiiai CBO YacTHYIO ku3Hb. He yka3biBail maposu, TenedoHsl, ajpeca, AaTy TBOSTO POXKICHUS U
APYTYIO TUYHYIO0 HHPOPMALUIO. 3II0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jayke HH(OPMAIIHIO O TOM, KaK
ThI U TBOU POJUTENHN IIJIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3amuinaii CBOO penmyTaIuio - Aep>KU €€ B YUCTOTE U 33/1aBaii cebe BOIpOoC: XOTeN ObI ThI, YTOOBI IpYyTrHe
[I0JIb30BaTEIM BUJIEINIHU, YTO ThI 3arpyxaemib? [loxymail, mpexe ueM 4To-To OIMyOJUKOBaTh, HAKCATh U
3arpy3uTh;

4. Ecnu Tl TOBOPHILB C JIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pEalbHOE UMS U IPYTYIO
JTUYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBbl U IPOoYee;

5. U306eraii pa3menienus ¢ororpaduii B MHTepHeTe, rae Thl M300paKeH Ha MECTHOCTH, 10 KOTOpPOH
MO>KHO OIPENIEIUTh TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuu B COUMAIBHON CETH HEOOXOAUMO UCIOJIb30BaTh CI0XKHbIE APOJIU, COCTOSALINE U3
OykB ¥ H(p 1 ¢ KOTMIECTBOM 3HAKOB HE MEHEE §;

7. Jnst counanbHOM ceTH, MOYThl U IPYTruX caiToB HEOOXOJMMO HMCHOJIB30BATH pa3Hble napoiu. Torna
ecii Te0s B3JIOMAIOT, TO 3JI0YMBILUIEHHUKH [1OJIy4aT JIOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.
DJICKTPOHHBIC ICHbIH

BHCKTpOHHLIC JCHBI' — OTO OYCHb }UIO6H]':>II>1 CIocoo HJIaTC)KefI, OOHAKO CYHICCTBYHOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYYUTH O9TU ACHBI'U.

3J'I€KTpOHHI>I€ JACHBI'U MOABUIIMCH COBCEM HCAABHO U UMCHHO H3-3a OTOI'0 BO MHOTHX TOCydapCTBax A0
CHUX IIOP HE NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT ¥ O HUX YK€ IIPOIKCAHO B 3aKOHE, /1€ UX Pa3JesioT Ha HECKOJIBKO
BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HNIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelaeTcs
MIPOBOANTH oOlepanuu 0e3 HIeHTU(UKALUU T0JIb30BaTeNsl, a B HE AHOHUMHBIX HICHTH(QHUKAIUU
MIOJIb30BATeJIs SABIsAETCS 0053aTENbHOM.

Taxke crmenyer pa3iuyarh SJIEKTPOHHbIE (hUATHBIE NEHBIU (PaBHBI TOCYIApPCTBEHHBIM BalllOTaM) U
ANIEKTPOHHBIE HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30ITaCHON padoTe C MIEKTPOHHBIMHU JIEHBTAMU:

1. IlpuBsku K cueTy MOOWIBHBIN TenedoH. ITo camblii yIOOHBIM M OBICTPBIA cIOCOO BOCCTAaHOBUTH
aocTyn K cuery. [IpuBsizaHHBI TenedoH MOMOXET, eciau 3a0yJellb CBOM IUIaTEXHBIM Mapoib WX
3aiIenIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonp3yit onHopa3osble mapoiu. [locie nepexosia Ha yCHIIEHHYIO aBTOPU3AIMIO TeOe yxke He OyeT
YTpOKaTh OMACHOCTh KPaXXH WJIM TiepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cioxHbIil naposs. [IpectynHnkaM OyzneT He MPoCTo yrajiaTh CIOXKHBIN maposb. HanexxHsie
Mapoju — 3TO MapojM, KOTOPHIE COJEp)KaT HE MEeHee 8 3HAKOB M BKIIOYAIOT B ce0s CTPOUYHBbIE U
NPOMKCHBIE OYKBBI, U(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JjIapa, QyHTa, BOCKIUIATEIbHbIHA
3HaK u T.1. Hanmpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE 10BEPSIEILIb.



JJIEKTPOHHAA MOYTA

3JI€KTpOHHaSI mo4Ta — 3TO TEXHOJIOTUA U NPCAOCTABIIACMBIC CHO YCJIYTU IO MCPCCHUIKC U MOJTYUCHUTIO
AJICKTPOHHBIX COOOIIEHUH, KOTOPBIC PACTIPEACIISIIOTCS B KOMIBIOTEPHOUN ceTh. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIN SIIUK BBHITJSIIUT CIEAYIONUM 00pa3oM: WMs TOJb30BaTEISI(@UMs_JTIOMEHA. Takke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.

OCHOBHBIE COBETEI 10 0€30I1aCHOM padoOTe C IIEKTPOHHOU ITIOYTOMN:

1. Hamo BBIOpaTh MpaBUIIBLHBIN MOYTOBBIA CEpPBUC. B MHTEpHETE €CTh OIPOMHBIN BBHIOOpP OECILIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIll€ JOBEPATH TEM, KOT'O 3HAEIb, U KTO IIEPBBIN B PEUTHUHTE;

2. He ykaspiBali B JWM4YHOM TmoYTe JWYHYO uWHopmanuoo. Hampumep, mnyuine BwIOpaTh
«MY3BIKaTbHBIN _(hanaT@» mm «pok2013» BMecTo «remal3;

3. Hcnonp3yil JBYX3TalHYK aBTOpU3ALMI0. OTO KOrJa IIOMUMO Mapojis HYKHO BBOJUTH KO,
npucbUIaeMblil 1o SMS;

4. BwiOepu CHOXKHBIH Tapoib. JlJIs KaXJOro IOYTOBOTO SIIIMKA JOJKEH OBITh CBOW HAJCKHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOKHOCTh HalMCcaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIONIBb3YH 3TY BO3MOXKHOCT;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBblIii 1151 yacTHON NEPENNCKU € apecaTaMH, KOTOPhIM
ThI JOBEPSIEIIb. DTO 3JIEKTPOHHBIN a/ipec He HAJ0 HCIOIb30BaTh IPU PErUCTpalui Ha (hopyMax U caiiTax;
7. He oTkpsiBaii (paiisisl U qpyrue BIOKEHUS B TUCbMaX JIaXKe €CIIM OHU MPUIILTM OT TBOUX Jipy3eil. Jlyuire
YTOYHH Y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailibl;

8. Ilocne okoHYaHUS PabOTHI HA ITOYTOBOM CEPBHCE MEpPE] 3aKPHITHEM BKJIAJIKH C CAUTOM HE 3a0yIb
Ha)XaTh Ha «BBIATHY.

KnoepOoyJaJauHr Wiy BUPTYAJILHOE H31eBATEILCTBO

KubepOynmauHr — mpecieqoBaHue COOOUICHUSIMHU, COIEpPXKAIIUMU OCKOpPOJICHHS, arpeccurio,
3alyruBaHNE; XYJIUTAaHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 00PKOE ¢ KMOEPOVIUIMHTOM:

1. He 6pocaiics B 00ii. Jlyumuii cnoco6: mocoBeToBaThcs Kak ce0st BECTU U, €CIIU HET TOT0, K KOMY MOXKHO
o0paTuThcs, TO BHaUajIe yCIOKOUThCs. Eciiu Thl HaUHelb 0TBeYaTh OCKOPOJIIEHUSMHU Ha OCKOPOJIEHUS, TO
TOJIBKO e11le 00JIbIle Pa30KKelb KOH(IHKT;

2. Ypasinsii cBoeil kubeppenyTammei;

3. AHOHMMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CIOCOOBI BBISICHHTH, KTO CTOMT 3a aHOHMMHBIM
aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUM 00pa3 BUPTYyalbHOH kHU3HU. VIHTEepHET QuKCcUpyeT BCe TBOU JeHCTBUS
U COXpaHSeT uX. Y AanuTh UX OyAeT KpaliHe 3aTpyAHUTEIbHO;

5. CoGunrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHn4HbIN HeratuB. O1HOpa30Bble OCKOPOUTENIbHBIE COOOIIEHHMS JTy4Ille UTHOPUPOBATH.
OObIuHO arpeccus NpeKpamaeTcs Ha Ha4aabHON CTaIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COIIMAIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKHM COOOIIEHHI C ONPEeIEHHBIX aPecoB;

8. Ecnu ToI cBUneTens kubepOymuimHTa. TBOM NEMCTBUS: BBICTYIUTh MMPOTHB MPECIIEIOBATENS, TTOKAa3aTh
€My, 4YTO €ro JCHCTBHS OLEHUBAIOTCA HEraTUBHO, NOJJEpX,aThb JKEPTBY, KOTOPOM HYyXHa
MICUXOJIOTHYECKast IOMOIIb, COOOLTUTH B3POCIBIM O (PAKTE arpecCUBHOIO NOBEIECHUS B CETH.

MoouabHbIN TegaedoH

CoBpemeHHbIE CMapTQOHBI U TUTAHLIETHI COZIepkKaT B ce0e BIOJIHE B3POCIbIA (GYHKIIMOHAM, U TeNEph OHU
MOTYT KOHKYPHPOBATh CO CTallMOHAPHBIMHU KOMIbIOTepamMu. OHAKO, CPEICTB 3AIUTHI JJIs1 TTOJOOHBIX
YCTPOMCTB IOKA OYE€Hb Mayuo. TEeCTUpPOBAHME M IOWUCK YSI3BUMOCTEH B HHMX IPOUCXOAUT HE TaK
MHTEHCUBHO, Kak 11 1K, To »e camoe kacaeTrcss 1 MOOMIIBHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOHMIJIBHBIE Opay3epbl YK€ NPaKTUYeCKH JOTHAIM HACTOJbHBIC AHAJOTH, OJHAKO
pacmmpenre pyHKIIMOHaIa BIIUET 32 COO0M OOJIBIITYIO CIIOKHOCTh M MEHBITYIO 3aIIUIIEHHOCTb.



I[EUICKO HC BCC NPOU3BOJIUTCIIN BBIITYCKAIOT 06HOBJICHI/ISI, 3aKpPbIBAIOIIUC KPUTUYICCKUC YA3BUMOCTH IJIA
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JUIsI 0€30IMacHOCTH MOOMIIBHOTO TelledoHa:

1. Hudero He siBisieTcs mo-HacrosimeMy OecruiaTHbIM. Byab ocTopokeH, Bellb Korja Tede mpeiaraioT
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH;

2. ymaid, mpexie uem oTapaBuTh SMS, doto nimu Buaeo. Trl TOUHO 3HACIIID, T/I€ OHU OYyT B KOHEYHOM
urore?

3. Heo0xo01umMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;

4. Ucnionb3yit aHTUBUPYCHBIC IPOTPAMMBI JJIsl MOOMIIBHBIX TeJe()OHOB;

5. He 3arpyxaii npuiokeHusi OT HEM3BECTHOIO UCTOYHHUKA, BEIb OHU MOTYT COAEPkaTh BPEJOHOCHOE
porpaMMHoOe oOecrieueHue;

6. Ilocme Toro kak Thl BBIMJCIIb C CaiiTa, T/ BBOAWJI JIMUYHYIO MH(POPMAILIHMIO, 3alIM B HACTPOUKH
Opay3epa u ynamu cookies;

7. [lepuoanyecku MpoBepsiii Kakue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOi1 HOMEp MOOMIILHOTO TeJe(OHa TOJIBKO JIFOIM, KOTOPBIX Thl 3HACIIH M KOMY JOBEpPSCIIb;
9. Bluetooth nomken ObITH BBIKJIIOUEH, KOTJa Thl UM HE MOJb3yellbcs. He 3a0bIBaii mHOTAA MPOBEPSTH
3TO.

Online urpsl

COBpeMeHHLIC OHJIafIH-PIFpBI - OTO KpPaCOYHLIC, 3aXBATBIBAIOIIUC PA3BJICYCHU, O6”I)€I[I/IH$[IOHII/IG COTHH
TBICAY YCJIOBCK IIO BCEMY MHUPY. I/IFpOKI/I HCCICAYIOT ,I[aHHHﬁ UM MHUD, O6H_IaIOTC$I Apyr ¢ Apyrow,
BBIIOJHAKOT 3aJJaHUs, CPAXKAIOTCA C MOHCTPAMH U IIOJYYAalOT OIIBIT. 3a YAOBOJIbCTBUC OHH ILIATAT:
MOKYIIAOT AUCK, OINIAYHUBAKOT a0OHEMEHT WU an/I06peTa10T KaKHC-TO OIIIMH.

Bce stm cpenctBa mayT Ha moOjjepKaHME U Pa3BUTHUE WUTPHL, a TakkKe Ha caMmy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CHUCTEMBl aBTOPH3AIlMH, BBITYCKAIOTCS HOBBIC MaT4d (MHQPPOBBIC 3aIUIATKH IS
MIPOrpaMM), 3aKPBIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B no00HBIX Urpax CTOMT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPayKu TBOETO Maposis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALMK OOJIBIINHCTBA UTP.

OCHOBHBIEC COBETHI IO 0€30ITACHOCTH TBOETO HUT'POBOI'0 aKKayHTA:

1. Ecau apyroii urpok BezieT ce0s MI0XO0 WM CO3JaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ero B CIUCKe
HUT'POKOB;

2. Iloxamylica aAMHUHHCTpATOpaM WPl HA IJI0XO€ MOBEIEHUE 3TOTO MIPOKA, KEJIATEIBHO MPUIIOKUTH
KaKHe-TO JI0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TMYHYI0 HHPOPMALIMIO B ipodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduInanbHbIE TATYU U MOJBL;

6. Mcnonb3yi CoKHBIE U pa3HbIE MAPOJIH;

7. Jaxxe BO BpeMs UIPbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [I0Kka ThI Urpaeib, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIMHT 1IN KpPazKa JUYHbIX TAHHbIX

OObIYHOM Kpakel JIeHer M JJOKYMEHTOB CErOfHs YK€ HHUKOTO HEe YAMBHILb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIEHHUKH MEPEMECTUINCh B HHTEPHET, U NMPOJODKAIOT 3aHUMATHCS «IFOOUMBIMY
JEJIOM.

Tak mossBMITach HOBas yrposa: MUHTCPHET-MOIICHHUYCCTBA NI (1)I/IIHI/IH1", rjlaBHas Oejib KOTOPOro COCTOUT
B TOJYYEHUU KOH(UICHIMAIBHBIX NAaHHBIX MOJb30BaTeNel — JIOTUHOB M maposeid. Ha anrnmiickom
sa3bike phishing yuTtaercs kak ¢pummHr (ot fishing — priOHas 10Bs1, password — naposb).

OCHOBHBIE COBETEI 10 00pEOE ¢ HUIIHHTOM:




1. Cnemu 3a cBoMM akkayHTOM. Ecnmu ThlI MOAO3peBaciib, YTO TBOsS aHKETa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKMPOBATH €€ U COOOIINTH aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U MOMCKOBBIX CHCTEM;

3. Ucnonw3yit ciioXxHbIe U pa3Hble Tapoiu. Takum 00pa3oM, eciu Te0s B3JIOMAIOT, TO 3JI0yMBIITUICHHUKH
MOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY MTPO(HUITIO B CETH, @ HE KO BCEM;

4. Ecnu 1e0s B3710MaM, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE TOOABICHBI Y
TeOs B APY3bsIX, O TOM, YTO TeOS B3JIOMAJIM U, BO3MOXKHO, OT TBOETO UMEHH OyJeT pacChUIaThCs CIaM U
CCBUIKM Ha (PUILIMHTOBHIE CalTHI;

5. YcranoBu HaaexHbi napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIII0YM coXpaHEHHe MapoJs B Opaysepe;

7. He oTkpsiBaii (paiissl U qpyrue BIOKEHUS B MTUCbMaX J1aXKe €CJIM OHU MIPUIIUIK OT TBOUX Jpy3eil. Jlyure
YTOYHH Y HUX, OTIIPABJISUIN JIU OHU TeOe 3Tu (ailibl.

Indposass penyranus

[ludpoBas pemyrammst - OSTO HeraTMBHAas WIM NO3WTHBHas uHQopmanuss B ceTH o Tebe.
Komnpomerupyromas nHGpOpManus pa3MeIeHHas B UHTEPHETE MOXKET CEPbE3HBIM 00pa3oM OTPa3UThCA
Ha TBOeil peanbHoOl >xu3HH. «LludpoBas pemyramus» - 3TO TBOMl MMHIDK, KOTOPBIA (opMUpYeTCs U3
uHpopmanuu o Tebe B HHTEpHETE.

TBoe MecTo kuTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKTepa M PacCKa3bl O
OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApoCTKU JErKOMBICIEHHO OTHOCATCS K MyOiauKanuu Ju4HOM uHdopmanuu B UHTepHeTe, He
MOHMMAsi BO3MOXKHBIX TOCIeACTBUUA. Thl make HE CMOXEIIb AOrajgaTrbcs O TOM, 4To (oTorpadus,
pa3MelleHHas S JeT Ha3aj, cTaja IPUYUHON OTKa3a NPUHATH Te0s Ha paboTy.

KommenTtapuu, pazmenienue TBoux (otorpaduii u apyrue neicTBUs MOTYT HE MCUE3HYTh JlaXke IOcIe
TOT'0, KaK ThI UX yaJuilb. Thl HE 3HaelIb, KTO COXPaHWJI 3TY HH(OpMaIIHIO, [TOT1aJIa JIU OHA B [IOMCKOBbBIE
CHCTEMbI U COXPAaHHUJIACh JIU OHA, a [NIABHOE: YTO MOAYMAIOT O TeOe OKPYKaIoLIee JII0/IU, KOTOPbIe Hal1yT
1 yBUIAT 3T0. HaliTh nH(popmMalnio MHOTO JIET CITyCTs CMOYXKET JII000H - Kak U3 100pBIX MOOYXKAECHUH,
TaK ¥ ¢ HAMEPEHUEM IPUUYUHUTH Bpea. ITO MOXKET OBITh KTO YTOAHO.

OCHOBHBIC COBETHI IO 3aIIUTE I.IPI(bDOBOfI PCIOyTanmm.

1. IToxymaii, mpex e yem 4yTo-To MyOJUKOBaTh U MepeaaBaTh y cedsi B 6J10T€ UK B COIMATIBLHOM CETH;
2. B HacTpoiikax mpoduis yCTaHOBU OTpaHUYEHHUS HA MPOCMOTP TBOETO MPOQUIS U €ro COEPKUMOTO,
c/ieiail ero TOJIBKO IS APY3€iln;

3. He pa3memait 1 He yka3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOISATH MK 00MKATh.

ABTOpCKOE IPABO

CoBpeMeHHbIE HIKOJbHUKU- aKTUBHBIE TI0JIb30BATENN IUPPOBOro MpocTpaHcTBa. OJHAKO AAJIEKO HE BCE
3HAIOT, YTO MOJIb30BAaHME MHOTMMH BO3MOXKHOCTSIMHM IIM(GPOBOTO MUpa TpedyeT cOONI0AeHUs NpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH «MHTEIUIEKTyallbHAs COOCTBEHHOCTH» OTHOCUTCS K Pa3IMUHBIM TBOPEHHUSM UEJIOBEUECKOT0 yMa,
Ha4yMHAasl C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI M yCIYTH, U
3aKaH4YMBasi KHUTaMHu, poTorpadusiMu, KHHOPHIEMaMH U MY3bIKQIbHBIMUA TPOU3BEICHUSMU.

ABTOpCKME TpaBa - 3TO IpaBa Ha HMHTEJIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEACHUS HAYKH,
JUTEpaTypbl W UCKycCTBa. ABTOpCKHE TIpaBa BBICTYHNAIOT B KadecTBe TapaHTUHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUH TpyJ aBTOpa He OyleT HampacHbIM, JacT €My CIpaBeJIUBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysbTaTaXx CBOEr0 TPy/a, MOJYYUTh M3BECTHOCTh U Impu3HaHue. Hukro
0e3 paspelleHus] aBTOpa HE MOXKET BOCIPOM3BOAMTH €0 MPOU3BEICHUE, PACIPOCTPAHATh, MyOIUIHO
JI€MOHCTPUPOBaTh, IMpoJaBaTh, WMIIOPTUPOBATh, IyCKaTb B MpPOKAT, MYOJIUYHO HCHOJHATD,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pa3meniats B lHTepHeTe.



Hcnonb30BaHue «IUPATCKOTo» MPOrPaMMHOTIO 00ECIeYeHUs] MOXKET MPUBECTH K MHOTUM PHCKaMm: OT
MOTEpU JIaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOMNCTBA, IJIE YCTAHOBJICHHBIH He
jeranpHas mporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYET JieTalbHble M OeCIUIaTHBIC
MIPOrpaMMbl, KOTOPbIE MOYKHO HAlTH B CETH.

O nopraJjie

CeTeBI/I‘IOK.p(b - TBOM TJIaBHBIM COBETYHK B CETH. 3,[[60[) Thl MOXCIIb Y3HATh O 0€30I1aCHOCTH B CETH
IOHATHBIM MW AOOCTYIIHBIM SA3bIKOM, a IIPpW BO3HUKHOBCHHU KpHTH‘-IGCKOfI CUTyauuun 06paTI/ITbC$I 3a
COBETOM. A TaKxke IIPUHATH Y4aCTHEC B KOHKYpCaX U CTaTb CaMbIM I_[I/I(l)pOBI)IM rpa)I(,Z[aHI/IHOM!



